As was proposed earlier, mobile devices may be integrated into the clinical workflow or daily activity by supporting documentary procedures or self-paced medical log keeping (Hofmann et al. 2009 ). However, due to security reasons up till now only dedicated workstations at the primary care provider's desk were intended to retrieve collected data from the mobile logging device. We propose an extension of this scheme to securely upload and process collected data by ad hoc web-service connections. In our case, we use a touch interfaced handheld device to assess pain levels by an electronic Visual Analog Scale. The individually identifiable handheld collects and stores its patient's input, until a WLAN connection is sensed. It then transfers the data on a Cloud-located SQL based sever for further storage and competent retrieval. The communication between handheld and server is based on an authentificated, secure SHTTP protocol. This way, an authenticated, but remote computer based tool can access the data from the SQL Database for further clinical assessment. Mobile devices are used in a clinical setting to log volunteer's "pain" levels in parallel to usual physical log keeping. Data are transferred asynchronously and without user interaction to the analysis desktop by utilizing the Institutes WLAN infrastructure. Given our preliminary results, it appears reasonable to utilize the usability and acceptance of modern handheld devices to asynchronously log and transfer even sensitive medical data over secure internet connections.
Introduction
Our recently introduced pain diary for mobile devices [1] was evaluated in a clinical environment for user acceptance analysis [2] [3] [4] . It consists of the mobile logging application and another mobile base application for the practitioner. This base application is intended to set up a patient profile containing personal information, the diagnosis, its therapy suggestions with the prescribed medications and a reminder interval.
To prompt the patient to perform home based logging of a visual analogue scale (VAS) the practitioner transfers the neccessary data via Bluetooth to the mobile device personalized for the patient. The VAS is logged as a numerical value between 0 (no pain) and 10 (worst pain). The patient application is restricted to input data only, no visualisation of collected data is implemented. That way, the patient has to give a new opinion in the VAS (see Fig.  1 ) after each reminder interval and avoids the "peek into earlier values" which is common for usual pain diaries. Consequently, the electronic pain diary gives a reliable collection of VAS data for further analysis. From the usability point of view, the eVAS© application is propped by a broad user acceptance, since even non-computer literate or older patients were able to smoothly handle the task [4] . For obvious security reasons all collected data on the mo Figure 1 : Illustration of the eVAS© -The VAS scale displays different pain levels or moods as the well known smiley face.
bile devices is encrypted, but can be transferred back to the practitioners base application. Tools like a graphical plot of the VAS input (see Figure 2 ) or a list view can help to analyse the data. The only method to give an out-put is the print tool where the overview of the collected data is shown as a graphical representation and a table view. While the first version of the pain diary was limited to mobile devices and their fixed pairing to the base application, the next step is to extend this scheme to securely upload and process collected data by ad hoc web-service connections. This gives us the opportunity to useful procedures in the clinical environment. The first advantage would be the persistent availability of the data for the practitioner. The decision to use an ad hoc connection is based on the requirement to have up to date patient data for near-term analysis. The possibility to request the data through a network delivers the opportunity to analyse the data on a more convenient computer environment. Since hospitals use patient data management systems to handle all data electronically, a network based pain logging would give us the option to integrate our data to the electronical patient file.
The main goal for this purposes is to make this system reliable and secure. Security problems in networking must be taken seriously, especially for sensible data such as patient data. To prevent unauthorised access to the patient data we need access control for different groups. Data integrity must be guaranteed at any time. While transferring data no source of disturbance should modify it. Data confidentiality has to be enabled through ciphering to prevent interception.
Methods
We used a touch based mobile device to assess pain levels by an electronic Visual Analog Scale. In this case the mobile application stores the data ciphered from the very beginning.
A WLAN infrastructure is most suitable for modern mobile devices. This gives us the basis to implement a network communication without further user interaction like starting a direct Bluetooth connection. Of course the WLAN infrastructure may not be accessible always. The option to make the service usable only for a permanentconnection would render it unreliable. To stick to the main requirements for periodic pain diary entries we hold the collected data on the mobile device until a network connection appears.
Unambiguous patient identification
Each new generated patient data file is set up with personal data including an additional creation timestamp. This basic data is used to generate a particular Hash value [5] . This value makes the patient clearly recognizable even when the data will be modified afterwards. Therefore the Hash value is used as an identification key for exchanging data between different clients. For calculating the hash value we use SHA 256 since it showed no known collisions until now [6].
Security
For data integrity and confidentiality we use the HTTPS protocol. HTTPS is a secured HTTP protocol driven by SSL/TLS [7] . With this secure connection any transferred data is encrypted for data confidentiality. To guarantee data integrity a Hash based Message Authentication Code (HMAC) is used [8] . For every message sent through the network a Hash value is calculated. This Hash value gets attached to the original message and is encrypted as well. The receiver calculates the message's Hash value and compares it to the Hash value which was sent together with the message (see Figure 3) . If the Hash values are not equal the message might have been manipulated during transfer. This message will be then be discarded because it cannot be trusted. In this case the receiver of the message requests from the sender by an error message to resend the whole message. To prevent unauthorised access to the data we use access control with user accounts by a login name and a corresponding password for each practitioner.
Database and data exchange
Like in the previous version the patient gives input data only to the mobile application. The application saves the data encrypted to local memory as long as no connection exists to a WLAN infrastructure. Once the mobile device gets a connection to the storage server the data will be uploaded from the mobile device to the server via HTTPS connection (see Figure 4) . The data stored on the mobile device is based on XML
Figure 4:
Communication diagram between the mobile device, server and client. The server itself is connected to the SQL database.
like Property List files. This data is organized in a hierarchical structure. While the SQL database is organized in a relational data structure the transferred data has to be organized in a appropriate structure to convert these between the two different structures. For this case we use JSON which is similar organized to XML [9] . Thus both on the mobile device and on the server the corresponding data is transformed into JSON and vice versa. The server itself handles the requests by the PHP script language. To the outside world, the practitioners desktop or hospital system, scripts establishe other HTTPS connections and transfer the data. User access control is also handled during the HTTPS connection with PHP. The SQL database is stored on the same machine as the server which establishes connections to any other mobile devices. Of course the database can be arranged separately, as well. When data is uploaded to the server PHP scripts establish the connection to the SQL server and insert the data by using the typical SQL queries. Requesting data operates in a similar way. The requested data is taken from the SQL database by queries and converted into a JSON structure to be sent to the receiver.
Browser based analysis tool
The practitioner had in the previous version of our application the possibility to view the collected patient data on his own mobile device only. The main disadvantage was the small display and the volatile character of the data. To improve and generalize access to data over thea over a network, we implemented a browser based analysis tool. The main idea is to review the collected data independent from any platform requirements. Similar to the connection between server and mobile device it is based on HTTPS. Consequently the procedure underlies the same security standards. The requests are handled with PHP on the server side. The server sends an HTML representation of the data (see Figure 5) . For a graphical display of the data we use Scalable Vector Graphics (SVG). Since SVG is based on XML it is easy to create resolution independent graphics, which are supported by web browsers. 
Results
In a clinical environment mobile devices are used to log volunteers' input data. Improving the usual physical pain level charting the mobile application has the advantage to remind the patient for regular logging. This results in more reliable data to assess the impact of the treatment. While utilizing the University's WLAN infrastructure the server's database is always up to date due to its permanent availability for the mobile devices. The data is asynchronously transferred without any user interaction which simplifies the previous procedure of our mobile, paired logging application. Now, the practitioner can access the logged data without any further interaction with the patients mobile device besides the setup. To view or analyse recorded data we can as well use the mobile application for the practitioner , but now based on a browser and the analysis tool. Furthermore the patients settings for log reminder intervals can be changed from anywhere where the practitioner has access to the network. Instead of the small screen on the mobile device the practitioner can use the browser based analysis and setup tool on his desktop for further clinical assessment.
In the case of missing availability of the WLAN infrastructure the patients mobile application continues to work seamlessly with the patient not even noticing it. The logged data are saved temporarily on the localdevice until a WLAN connection is established again -worst case in the rooms of the practitioner.
The main issue for using mobile applications is data security. The usage of highest security standards for patient data is a imperative. We use industry standard security technology to prevent access from unauthorised persons. Additionally the data on the patient's mobile device is encrypted as well as the transfer to other devices is secured by HTTPS connections. Due to HMAC the HTTPS connections prevent manipulations to all transferred data. Using authenticated access to the database grants only authorised personell access to view any patient data.
Conclusion
The wide distribution, usability and acceptance of modern mobile devices gives us new opportunities to enhance procedures in a clinical setting. It appears reasonable to utilize mobile applications to asynchronously log and transfer even sensitive medical data over secure internet connections.
Due to its functionality we can employ a reminder function to get more evenly spaced, reliable data. Collected data might be very well linked to hospital's data management systems without additional user interaction. All in all, the operation of more mobile applications could give us the possibility to find budgetary sinks in our health care system and increase the reliability of patient dependent data for evaluations.
